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Abstract: Online Social Networks (OSNSs) are popular because of its attractive photo sharing feature among the users.
The protection of a person’s private information in online social networking sites like Facebook poses a new challenge.
OSNs allow users to restrict access to shared data, but they do not provide any mechanism to enforce privacy over
images with multiple users. So, establishing effective method to control personal data and maintain privacy is of great
importance within these OSNs. To prevent possible leakage of photo privacy, we enable each individual in a photo to
be aware of photo posting activity and participate in decision making of photo posting. This paper reports, a tool called
Collaborative Privacy Management (CoPE) which involves content stake-holders in managing privacy policies and
ensuring protection of shared photos. Thus OSNs will protect the privacy of true user and provide secure way of

sharing a photo. Hence OSNs will be safe and secure.
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I INTRODUCTION

Online Social Networking sites have become important
part of our daily life. Also the emergence of web 2.0 has
brought with it the concept of Online Social Networks
(OSNs). According to [1], in 2008, more than 40% of
Internet users were members of at least one OSN. Recent
figures show that, Facebook alone had 845 million users
[2] at the end of 2011. The success of Social Networking
sites like Facebook depends on the size of its users and the
time they spend on Online Networking. These sites allow
their members to post data containing personal
information, customize them as they wish to express
themselves, socialize and interact with others. Users,
however, are often unaware of the numbers or nature of
the audience that could potentially access their personal
data. The availability of personal data potentially exposes
users to a number of security and privacy risks [3, 4]. The
first decade of 21* century has seen an extreme rise in the
size of the Internet users and the growth of Web Services
which helps in the information sharing and collaboration.

A user profile in any OSN usually includes information
such as profile name, birthday, sex, residence, interests,
education and travel information. But according to a
research, simple disclosure of birth date and place of birth
of a profile in Facebook can be used to predict Social
Security Number (SSN) of a citizen in the US. And also
users upload photos and tag other people even though they
are not willing to be a part of the uploaded content. Many
privacy concerns may arise from this practice. Such
collaborative activities give to a new set of privacy
challenge because here a person’s private information can
be easily revealed in content created by others. In other
words, private information will not only reside in a single
user’s own domain but also co-owned and co-managed by
other stake-holders. So far, there is no restriction with
sharing of co-photos, on the converse, Social Network
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service providers such as Facebook are encouraging users
to post co-photo and tag their friends in order to get more
people involved. We need to enforce maximum level of
privacy and security of the content being uploaded on
OSNs. So while using the OSNs its user should feel a
desired level of security and confidence. The user should
use it without worrying or content being shared in
unauthorized and insecure way. For the user using online
social sites, the desired level of privacy and security is an
important thing.

This paper proposes a system based on novel consensus,
approach to achieve privacy and efficiency at the same
time. And also here exposure and privacy policies are used
which defines the overall audience who can be given
access to uploaded image. We pursue a systematic solution
to facilitate collaborative management of shared data in
OSNs which gives control over their personal and private
information. We seek to add to the growing privacy
literature by providing a conceptual understanding of
Collaborative Privacy Management (CoPE) system, to
support users.

The rest of this paper is structured as follows. In the next
section, we briefly review the background and related
work. And later, we have discussed our collaborative
privacy management approach. Finally in the last section,
we conclude our research and discuss the potential future
research.

1. RELATED WORK

Privacy is a big a concern in Online Social Networks
(OSNs). This section summarizes some of the relevant
research, in particular from the privacy protection
perspective in OSNs and privacy related information
sharing at the group level.
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A number of studies have highlighted the privacy issues in
OSNs. In a study [5], on Norwegian users on Facebook
has shown that users knowledge on how social media
functions in regard to personal information is mostly
inadequate. And in another study [6], it was found that
every one of the participants had at least one sharing
violation on the shared content in OSNS.
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Photo tagging is a popular feature of many OSNs, in [7],
we examined the privacy concerns and mechanisms for
tagged images. Even if through the photo tags [11], if the
individual is not identified, someone’s identity can be
inferred through the publicly available data and
combination face recognition software.

Several studies reveal the privacy attitudes of the users of
OSNs [8, 9] and the possible risks that the users face when
they fail to adequately protect their information on social
sites. Thus, the current privacy management systems
ensure information be shared according to their privacy
interests.

Many systems proposed privacy preserving methods on
OSNSs. Rule based access control [10] presents a system
that consists of policies in the form of constraints on the
type, depth and trust level of the relationship that are
existing for web-based social networks (WBSNs). A rule-
based access control model is proposed for WBSNs, which
allows the requirement of access rules for online resources
where the relationship between authorized users in the
network is denoted in terms of the relationship type, depth,
and trust level. Pviz comprehension tool [11] explains how
users model groups and privacy policies applied to their
networks. It is an interface that allows the user to
understand its profile based on natural grouping of friends.
Privacy settings based on the concept of social circles [12]
which protects personal information through a web based
solution was developed. Here friend’s lists are
automatically generated by social circles finder. An access
control system [13] based on a descriptive tags and linked
data of social networks in the semantic web. It allows
users to create policies for their photos and users can
specify access control rules. Adaptive Privacy Policy
Prediction (A3P) system [14], generates policies that are
personalized automatically as it is a free system. Based on
the content, personal information and metadata, the user’s
uploaded images can be handled by A3P system. Finally,
most of these approaches have concentrated on a single-
user-centred solution and has failed to recognize the need
for privacy actions by groups. The implication is that
privacy management is not just a matter for the exercise of
actions but also an aspect of collaborative actions.

Privacy concerns in collaboration have been studied in the
area of Computer-Supported Collaboration Work
(CSCW). The privacy issues in CSCW are very different
from that Collaboration Privacy Management (CoPE) in
an OSN, concerned private information can be owned by
more than one user. In CSCW, only one user can control
the access to private data. In OSN, it has heterogeneous
relationships, while CSCW often is concerned with small
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groups. Thus current research on privacy management
cannot fully address the needs for CoPE in OSNs. New
designs are needed to help the user to manage private
information effectively by self and with others.

1. DISCUSSION

Online photo sharing is chosen as the application domain
to study collaborative privacy management. One of the
popular feature of Online Social Networks (OSNs) is the
image sharing. The privacy concerns become particularly
important in OSNs because online images are often tied to
individual profile either explicitly or implicitly. Our
method is to design tools that allow users to
collaboratively manage their shared images on OSNSs. This
collaborative privacy management (CoPE) approach
considers two main factors: content that needs to be
protected, and stake-holders who are involved in content
sharing and privacy management.

Consider a scenario where two stake-holders are involved
over a shared content. The person whose privacy is
revealed by a picture and the person who creates and owns
the picture we can refer to the former as a privacy owner
and the latter as a content owner. To manage the privacy,
these two stake-holders work together in controlling the
access to the picture.

We designed a tool, CoPE for Facebook users to manage
the access control for photos posted. The tool provides a
user with the following function:

e Collecting images in which the user was tagged: It
allows a stake-holder to control various privacy
related settings that relate to their photos. A user can
set the viewable attribute of any photo to “only co-
owners”, “friends”, and “public” to limit the potential
viewers.

¢ Notifying the user about tagging event: Notifying
users when they have been tagged by friends who also
are using CoPE.

e Requesting co-ownership: Allowing users to request
co-ownership on images in which they were tagged,
notifying users about request on co-ownership,
allowing users to grant co-ownership to others.

e Browsing history: CoPE allows user to keep track of
who has viewed their photos.

The CoPE tool provides a proof of concept implantation of
collaborative privacy management. This improves private
data management and protection within OSNs. An initial
application that supports new collaborative privacy control
mechanisms are demonstrated here. Our approach can be
generalized and used to manage privacy in other types of
contents within the context of Web 2.0.

Some of the limitations of this research are that the simple
mechanism to determine the stake-holders may rise an
issue of trust, stake-holders are not necessarily related to
each other, may create opportunities for abnormal
activities, the way to control viewers in our design may
not be as comprehensive as what users need, and our
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approach may not return the most appropriate collective
policy in certain scenarios.

V. CONCLUSION

Photo sharing is the process of publishing or transfer of a
user’s digital photos on online. We have observed that the
problems related to collaborative privacy management
present long term challenges. This research is one of first
attempt to model Collaborative Privacy management
(CoPE).

The design and implementation of CoPE system can be
enhanced in several ways. Like applying this approach in
different type of online contents. In addition, increasingly
sophisticated approaches for stake-holder detection may
also be developed and deployed. It is also important to
investigate the ways in which the present approach
protects itself from malicious user or those who enforce
only their own preferences. Additionally, other aspects of
CoPE should be assessed in the future research.
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